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MPI-SP: Basic Facts

Founded 2019
Location Bochum
Mission Our mission is to design, build, and analyze security and privacy

technologies from foundations, through systems, to society
Intersectional Operates under CPT and GSH sections
Faculty 6 Directors and 12 independent Research Group Leaders
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MPI-SP Faculty
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MPI-SP’s current research

Data Science and AI

Formal Methods and Verification

Societal Impacts of Technology

Trustworthy Systems

Privacy and Data Protection

Cryptography
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MPI-SP’s current research

Data Science and AI
• Cross-disciplinary partnerships

• Tackle, e.g., misinformation, bias, fraud, poverty,
and disaster damage

Formal Methods and Verification

Societal Impacts of Technology

Trustworthy Systems

Privacy and Data Protection

Cryptography

3



MPI-SP’s current research

Data Science and AI

Formal Methods and Verification
• Mathematical guarantees for properties of
programs

• Secure compilation, smart contracts, . . .

Societal Impacts of Technology

Trustworthy Systems

Privacy and Data Protection

Cryptography
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MPI-SP’s current research

Data Science and AI

Formal Methods and Verification

Societal Impacts of Technology
• Study impacts of socio-technical systems on
individuals, organizations, and societies

• Uncover and mitigate harms of technology

Trustworthy Systems

Privacy and Data Protection

Cryptography
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MPI-SP’s current research

Data Science and AI

Formal Methods and Verification

Societal Impacts of Technology

Trustworthy Systems
• Examine the security of existing
technologies

• Design and build secure computer
systems

Privacy and Data Protection

Cryptography
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MPI-SP’s current research

Data Science and AI

Formal Methods and Verification

Societal Impacts of Technology

Trustworthy Systems

Privacy and Data Protection
• Computationally operationalize principles
of data protection

• Embed end-users’ privacy needs in the
development of systems

Cryptography
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MPI-SP’s current research

Data Science and AI

Formal Methods and Verification

Societal Impacts of Technology

Trustworthy Systems

Privacy and Data Protection

Cryptography
• High-assurance cryptography

• Post-quantum cryptography
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[A small demo]
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See https://www.ibm.com/quantum/blog/ibm-quantum-roadmap-2025 6

https://www.ibm.com/quantum/blog/ibm-quantum-roadmap-2025


Post-quantum crypto

Definition
Post-quantum crypto is (asymmetric) crypto that resists attacks using classical and
quantum computers.

5 main directions
• Lattice-based crypto (PKE and Sigs)

• Code-based crypto (mainly PKE)

• Multivariate-based crypto (mainly Sigs)

• Hash-based signatures (only Sigs)

• Isogeny-based crypto (it’s complicated. . . )
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NIST PQC – how it started (Nov. 2017)

Overview tweeted by Jacob Alperin-Sheriff on Dec 4, 2017.
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NIST PQC – how it went

NIST PQC

Nov. 2017
69 proposals

Round 1−−−−→ Feb. 2019
26 proposals

Round 2−−−−→ Jul. 2020
7+8 proposals

Round 3−−−−→ Jul. 2022
4 “winners”

“The public-key encryption and key-establishment algorithm that will be standardized is
CRYSTALS-KYBER. The digital signatures that will be standardized are CRYSTALS-Dilithium,
FALCON, and SPHINCS+. While there are multiple signature algorithms selected, NIST
recommends CRYSTALS-Dilithium as the primary algorithm to be implemented”

—NIST IR 8413-upd1
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Should you care now?

“Store now, decrypt later”

https://en.wikipedia.org/wiki/Utah_Data_Center#/media/File:EFF_photograph_of_NSA's_Utah_Data_Center.jpg
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Should you care now? (part II)
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[Back to our demo]



Start “playing” with PQC
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Start “playing” with PQC

Alternative: Use post-quantum Caddy:
https://gist.github.com/bwesterb/2f7bfa7ae689de0d242b56ea3ecac424

See also https://blog.cloudflare.com/pq-2024/
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Start “playing” with PQC

Post-quantum VPN on top of WireGuard
https://rosenpass.eu
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